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ABSTRACT This paper addresses the problem of event-triggered Hy, filter design for nonlinear systems
under both hybrid attacks and sensor saturation. A novel event-triggered mechanism (ETM) is proposed
to reduce the number of transmission data per unit time, thereby improving the network QoS and taking
the control performance into account. Considering that the deception attack may deteriorate the control
performance, ETM is designed to be sensitive to deception attacks, that is, the average data release rate during
the deception attack is higher than other periods. Consequently, the control performance can be improved.
Moreover, the proposed ETM can reduce the occurrence of erroneous triggering events that are aroused by
abnormal abrupt variation. In addition, the denial-of-service (DoS) attack is considered as well. A switching
filtering error model is established based on the fact of each period of DoS attack being classified as active
period and sleeping period. In addition, the problem of measurement saturation is concerned in filter design.
By using Lyapunov-Krasovskii stability theory, sufficient conditions are obtained to guarantee the stability of
the fuzzy filtering error system. The effectiveness of filter design methods is finally verified by a simulation

example.

INDEX TERMS Event-triggered mechanism, hybrid attacks, sensor saturation, filter design.

I. INTRODUCTION
Nonlinear systems are commonly and widely exist in the
real-world [1]-[3], such as vehicle systems, social medical
systems, etc. Takagi-Sugeno (T-S) fuzzy model is an effective
method to model nonlinear systems, and has been widely
used in filtering and control design of nonlinear systems
[4]-[6]. The nonlinear system, under the T-S fuzzy model,
is represented by a series of linear subsystems associated
with membership functions. For example, in [7], suspension
systems was described by a T-S fuzzy model with IF-THEN
rules. For fuzzy-based networked nonlinear control systems,
the premise variables are transmitted over the network. The
asynchronous problem should be taken into account. In [8],
some constrains to the premise variables were introduced to
investigate such a problem.

Periodical sampling and releasing may waste the limited
communication and computation resources since the updated
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period is determined in consideration of the worst case, which
may lead to some conservatism of the control system and
a decrease in the network quality of service (QoS). Event-
triggered mechanism (ETM) is a promising alternative, since
the data released into the network is event-driven rather
than a time-driven. The data-releasing event only occurs at
the instant when the control system needs. Consequently,
the quantity of the data releasing per unit time is largely
reduced, thereby reducing the burden of the network band-
width. Thanks to this advantage, recently, ETM has received
extensive attention from both theoretical and practical per-
spectives [9]-[11]. An event-triggered scheme for output-
based leader-following consensus was designed for a class
of nonlinear multi-agent systems in [12]. The authors inves-
tigated the problem of both the quantization and the ETM to
further relieve the burden of network transmission in [13], for
T-S fuzzy -based filtering systems. For the purpose of improv-
ing the control/estimation performance, the adaptive ETMs
were studied in [14], [15]. It is noted that erroneous triggering
events may happen when the measurement suffering from
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abnormal variation. These data are redundant for filter, which
will occupy the network resource. However, few results focus
on this issue, which motives our current research.

Network transmission for filtering systems may induce the
problem of cyber-attacks, which is a crucial challenge to the
estimation [16], [17]. Deception attacks and denial of ser-
vice (DoS) attacks are adopted by the malicious adversaries
commonly [13], [17], [18]. For example, In [19], a resilient
control strategy against periodic DoS attacks was investi-
gated by converting a networked control system (NCS) into
a switched system. The occurrence of DoS attacks were
modeled by a Markov process in [18], under which a resilient
control strategy was proposed. The authors in [20] used
historical information to investigate the detection of decep-
tion attacks in cyber-physical systems (CPSs). Taking both
deception attacks and quantization phenomenon into account,
the authors discussed the distributed filtering problem for a
class of discrete-time system in [21]. The authors studied
a resilient output feedback control for networked intercon-
nected systems against deception attack in [22], [23]. As
mentioned above, only single attack mode has been discussed
in the control system in some existing literature. In practice,
the malicious attackers usually uses a switched attack mode
on a control system to achieve the purpose of disordering
the control systems. However, few results concerning with
switched attacks on the nonlinear filtering systems are avail-
able, which is another motivation of this study.

The problem of sensor saturation may happen when the
amplitude of the measurement beyond a certain level, which
will degrade the estimation performance of the filter. In view
of the significance of sensor saturation, many results have
been obtained from researchers. For example, the problem
of sampled data approach to H., filtering was presented
in [24] for neural network subject to sensor saturation that
satisfies sector conditions. The saturation of both the actua-
tor and the sensor was considered in [25], under which the
authors addressed the problem of dynamic output feedback
control for discrete-time Markov jump linear systems. In
[26], the problem of Hy, control was investigated for time-
delay systems under simultaneous consideration of missing
measurement, channel fading and sensor saturation.

In this paper, we deal with the problem of event-triggered
Hy secure filtering for T-S fuzzy-model-based nonlinear
systems with sensor saturation and hybrid attacks. The
main contributions of the study are highlighted as follows:
(1) A new ETM is introduced. Compared to the existing
traditional ETMs, the proposed ETM is more sensitive to
deception attacks, especially to random deception attacks.
The ETM will generate much more data-releasing events
when suffering form random deception attacks than other
periods. The capacity of the system against cyber-attacks
is thus improved. However, the average data releasing rate
remains a lower lever comparing with the time-triggered
mechanism. In addition, the number of erroneous triggering
events can be reduced by introducing average value in the
ETM. (2) Hybrid attacks and sensor saturation are simulta-

VOLUME 8, 2020

neously considered. To get a prescribed estimation perfor-
mance of nonlinear systems subject to DoS attacks and sensor
saturation, a tolerant filtering design approach is proposed
by converting the system into a switched T-S fuzzy-model-
based system. Based on such a model, a new resilient security
criteria is put forward with consideration of the proposed
ETM.

The remainder framework of this study is arranged as
follows. Problem formulation of the resilient secure T-S
fuzzy-based filtering for nonlinear systems against hybrid
cyber-attacks and sensor saturation is described in Section II.
Section III presents filter design method to ensure the expo-
nential stability of nonlinear systems. Numerical results are
given in Section IV to demonstrate the effectiveness of the
proposed design method. Section V summarizes the full
paper.

Notation: R" and R"™™ denote the n-dimensional
Euclidean space and the set of real n x m matrices respectively.
|x| represents the absolute value of x, X7 and X ! represent
the transpose and inverse of matrix X respectively. ||-|| stands
for the Euclidean norm of a vector. The notation X > 0
(respectively, X < 0), for X € R means that the matrix
X is areal symmetric positive definite (respectively, negative
definite). E{V} stands for the expectation of stochastic vari-
able V. The asterisk * in a matrix denotes the term that is
induced by symmetry of a matrix.

Il. PROBLEM FORMULATION
A. MODEL CONSTRUCTION
Consider a nonlinear system that can be represented by a T-S

fuzzy model with m plant rules as follows:
Plant Rule i: IF g1 (#) is Gi1, ..., g-(t) is Gir, THEN

x(t) = Aix(t) + Bio(t)

() = Eix(1) (D
y(#) = Cix(t)
where Gi1, Gia, - - - , Gir are the fuzzy sets (i = 1,2, --- , m),

g1(t), g2(1)..., gr(t) are the premise variables. x(t) € R™
is the state vector, y(tf) € R™ is the measured output,
w() € Db[0,00) is the exogenous disturbance signal,
z(t) € R’= represents the output to be estimated. A;, B;, C;
and E; are known real matrices with appropriate dimensions.

By applying the technology of center-average defuzzi-
fier, product interference and singleton fuzzifier, the global
dynamics model of the T-S fuzzy system (1) can be
inferred as:

£(t) =) 60:(g()) [Ax(1) + Bi(1)]

i=1
) =) 0(gO)Ex(t) )
i=1

Y6) =Y 0i(gt)Cix (1)

i=1
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where the me(m}ne;gship function is denoted by
Gi(g(r m

0i(g()) = =— — = Oand ) ;—,6i(g() = 1,

’ >y i) izt O

the premise variables g(t) = [g1(), g2(¢), -+ , g-(H)]" and
ci(g(1) = IM§_, Gis(g5(1)).

Denote the measurement output y(r) = [yl(r), y*(¢), - - -,
Y™ (t)]. Taking sensor saturation into account, we define

Vv, vy

saty' (D) = 1Y), =5 <yi) <3 3)
_)_117 Vi < yl

where sat(-) is the saturation function, and )')i(t) denotes the
known saturation upper bound.

Similar to [27], the measurement output in (2) with sensor
saturation is considered as

Y(t) = sat(y(t)) = y(t) — o(¥()) (4)
where nonlinear function o(y(¢)) satisfies
o () (1) < oy’ (1)y(1) (5)

for a scalar o € (0, 1).

For the sake of network communication, the premise vari-
able between the plant and the fuzzy filter is asynchronous,
here, we denote the new premise variables as g(¢) . Then the
following filter form is exploited to estimate z().

Plant Rule j: IF g1(¢) is Gj1...., §-(¢) is Gj,, THEN

Xp(t) = Agxp(t) + Bgyr (1)

6
Zf(t) = ij)Cf(l‘) ©)

where x¢(t) € R™ and z¢(t) € R™ is the filter state vector
and the output of the filter respectively, Ag, B and Cy; are the
filter coefficient matrices need to be designed.

Similarly, we can obtain the overall fuzzy filter dynamic as
follows

m
(1) =Y 0OAgxr (1) + By (1)]
=1
T ©)
(1) =Y 6,RO)Cpxr(1)
j=1
For the simplification of expression, 6;(g(¢)) and Qj(g(t))
will be abbreviated as Gig and Gj-g , respectively in the following.
Also, an assumption to the membership function is made by
07 —46f 200 <y < 1.

B. EVENT-TRIGGERED MECHANISM

For a purpose of saving limited communication bandwidth,
an ETM is introduced between the sensor and the filter to
determine whether the sampling data should be sent. Here,
we suppose the sampler is time-driven with a fixed period A.
The releasing instant is denoted by #h with {#}72 ) being
a monotonically increasing sequence of integers. The latest
releasing data is denoted by y(#; /). Then the current sampling
can be indicated by y(tgh + lh), 1 = 1,2,3,---.
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For t € [t¢h, ty+1h), we define

Bt 1) = al3(ach + 1h) = 5(0ch)] + (o)
ex(t) = $(1h) = it
7 = 27 e + ol @@n| @)

where « is a scalar with o« € (0, 1], ;1, po are given weight
scalar.

Then we construct the following ETM to determine the
next releasing instant

(1) = e ()Qex(t) — " WQYwh) + F (1) <0 (9)

where 2 is a weighting matrix, u; > 0, up > 0 are given
positive scalars.

The releasing event is triggered only when the condition (9)
is violated, that is, the next releasing instant is determined by

ter1rh = teh + h + max{lh|¢(t) < 0} (10)

Remark 1: In (9), the main purpose of using #(t ;) for
calculating e () to replace y(txh + lh) which is used in the
traditional ETM is to smooth the input signal. Specially, if one
takeso = 1 and o = 0, the ETM will degrade to a traditional
one as in [28], [29], If o takes 0.5, A7k ;) becomes the average
of y(txh + [h) and y(t; h). Compared to the traditional ETM,
the ETM with the definition of e (¢) in (8) will generate less
erroneous events induced by the abrupt variation of the output
measurement.

Remark 2: The parameters o and w;(i = 1, 2)in (8) are the
weight factor. If o approaches to 1, 7i(#; ;) tends to the current
sampling value, while « is near 0, 7(# ;) is around the latest
sampling value. The lager the value of 1, the more sensitive
it is to the disturbance and deception attacks. To choose a
proper value of 7, one should make a trade-off between this
sensitivity and the average data-releasing rate to in the design
of ETM.

C. DECEPTION ATTACKS
Malicious adversaries launch deception attacks by injecting
the attack signals into the transmission signal to achieve
the purpose of degrade the control performance and even to
destroy the control system.

Motivated by [30], we assume the attack signal &(¢)
described by a nonlinear function with the following con-
strain

I6C) ll2=Il Fx(2) Il2 (1)

where F' is a known matrix.
Taking the sensor saturation and deception attack into
account, we obtain the filter input as

yr(t) = y(1) + 8(1) (12)

Remark 3: Although a bigger magnitude of deception
attack is, the greater destruction to the system, the malicious
adversaries usually restrain the attack signal with respective
to the transmission signal in the light of the following reasons:

VOLUME 8, 2020



X. Zhou, Z. Gu: Event-Triggered Hx, Filter Design of T-S Fuzzy Systems

IEEE Access

Oh 1h 2h 3h 4h 5h 6Gh Th 8h 9h

10h 11h 12h 13h 14h 15k 16A 17h 18h 19h 20h

sampler oo o TS T WA oo o o e o o o o
toh th | toh tsh tyh tsh ‘teh tzh
ETM & —
Triggered toh tD»QAh hah tosh R toah tah f;n.;h
instants i ) ' *

Do T T % T, ™ R

attacks
FIGURE 1. The sequence of DoS attacks and ETM.

1) to avoid being detected; 2) to decrease limited energy
consumption.

Remark 4: To enhance the estimation performance of the
system against deception attacks, the item .% (¢) is introduced
in the ETM that we proposed in (9). By this design, the aver-
age data releasing rate during deception attacks is higher
than other periods, since the ETM is more sensitive to the
deception attacks than the traditional design of ETMs, which
will be demonstrated in Section I'V.

D. DoS ATTACKS

DoS attack is another typical cyber-attack. Different from
deception attacks, the way of DoS attack is no longer to load
attack signal into the transmission signal, but to block the
signal successful transmission. The filter will fail to estimate
the output of the system if zero input of the filter exceeds the
maximum duration.

A full DoS attack with a fixed period T is divided into
two parts: sleeping period and active period. We denote
a-th DoS attack time interval, sleeping time interval and
active time interval by %,, .%,, and <, respectively. As is
shown in Figure 1, T, is the start time of the a-th DoS attack
period. Then we have ./, = [T,, T, + Su), o, = [T, +
Sa, Tav1). Consequently, I, = S, U o, = [Ty, Tat1),
T=T441—T,and0 < S, < T. For convenience, we denote
Taa 2 T, + S, in the following. Then Ty = Tyy1 — Taa
denotes the duration time of DoS active period.

To have a further analysis to the secure filtering system,
we make the following assumptions

Assumption 1: ETM is neglected when the sampling data
at the end of the attack period, that is, the sampling data at
T,+1 should be released into the network so as to strengthen
the reliability of the system.

Assumption 2: The output measurement is set to zero if it
is transmitted over the network during active period of DoS
attack, otherwise, it can be successfully transmitted.

Based on the above assumptions together with the ETM,
we have

Y(tw.ah), t € [tk.ah, tiy1,ah) N

13
0, t e, (13)

yr(t) =
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Ts Tsa % §T4 Taa % T5

where t,, ,h represents the w-th instant that the triggering
event is generated by ETM during the a-th sleeping period,
w=0,1,2,---,w), at which the packet can be successfully
transmitted over the network.

Remark 5: Based on the Assumption 1, it has

{tw.ah} = {Ta} U {tch} (14)

when the set {t,, ,h} extends to the real releasing instant
sequence.

E. HYBRID ATTACKS

In a practical situation, the deception attack and DoS attack
are usually alternated. To characterize this kind of hybrid
attack behavior, we first consider a case that a random decep-
tion attack launches on the signal y(# o) in (4) during the
sleeping period. It follows that

Yr(t) = ¥(tw,ah) + B(6)S(tw,ah) (15)
fort € [ty ah, tky1.4h) N S, where B(t) is a random variable
with B(¢) € {0, 1} and the expectation being E{(t)} = .

Taking Assumption 2 into account, one can know that the
real filter input can be represented by

6 = { ,g(tw,ah), i z Zjh hild)0Fa o

For technical convenience, we define
Y., o = [twah + lh, ty.gh + h + h) (17)
wherel =0,1,2,---,0),] = min{tw+1_,a, 10.a+1} —twa— 1.

Let Y51, =Yl Ny and YL =] 0.7

w,a

Fort € valj , the error ey (t) in (8) then need to be redefined
as

ew,a(t) = Y(tw,ah) — Y(tw,ah + Ah) (18)

where y(ty, oh + Ah) = a[(ty,ah + 1h) — Y(ty o)1+ Yty oh).
Defining dyy 4(t) = t — ty h — lh for t € Tf‘;ﬁ, we
can rewrite the filter input during the DoS attack sleeping

period is

yr(t) = ; Qi(g(t))[éew‘a(t) + Cix (1 — dy (1))
+B1)8(1 — dyw,a(1)) — 0(Cix(t — dy,a(1))]  (19)

from (16).
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Define £(r) = [x7(2), xfT 17 and £(1) = z(t) — z¢(1).

Combining (2), (7) and (19), and taking Assumption 2 into
account, we can know that the filter system can be converted
to a switched system with the follow two mode

E0) =YY 0500 AE (@) + Ero(0)]
I EXC (20)
Ety=") > 080 Gy&(r)
i=1 j=1

for t € <7, which represents the system is in DoS active
period; and
m m .
E() =" OFOFAGE(®) + Bjew.a(t)
i=1 j=1
+CHE(t = dyy,a(0) + Djd(t — dyy,a(1))
+Ejo(t) + Fjo(Cix(t — dya()))]
m m

E) = Z Z Qféjf@éljr?(f)

i=1 j=1

I : 21

for t € ./, which depicts the system in DoS sleeping

period, where Aij = I:%l 1‘8‘/} ,1~5’j = [l%f}éij = [B];)Ci]’

a’ S

~ 0 = Bi| = 0
=) =[] 5= ]
Gij = [Ei —Cy] . H =[1 0].

In this paper, we intend to design the novel ETM in (9)
for the networked fuzzy filter (7), such that the nonlinear
system (2) with sensor saturation is exponentially stable with
Hy, performance level y under the above hybrid attack.
The design objective is summarized as the following two
aspects:

(i) The filtering error system (20) and (21) with w(z) = 0
are exponentially stable in mean square sense.

(i) Under =zero initial condition, the inequality
IE@DI2< ¥ llw(®)]2 holds.

IIl. MAIN RESULTS

In this section, sufficient conditions for the exponential sta-
bility of the switched system with the mode of (20) and (21)
will be derived by using Lyapunov-Krasocskii stability theory
in Theorem 1, and then the filter design will be shown in
Theorem 2 based on Theorem 1.

Theorem 1: Consider the constrains of sensor saturation
in (4), deception attack in (11) and ETM in (9), the switched
system with the mode I in (20) and IT in (21) is Hyo exponen-
tially stable in means square sense with performance level y,
if for given positive scalars ¢;, (1, U2, Nn, €ns A0, A2, &, O, 5
withn = 1, 2, and matrices Ay, Bs; and Cy;, and the maximum
of DoS active period 7)™ = %@ — h, there exists
matrices 2 > 0, P, > 0,0, > 0,R, > 0 and matrices V;
with appropriate dimensions such that:

Fj—¥; <0 (22)
Wy = W) + 4Ty =)+ Wi+ ¥ <0G <)) (23)
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P37n < )\nPn (24)
Rn =< )"4—2nR3—n (25)
Qn =< )¥4—2nQ3—n (26)
fori,j=1,2,---m, where
_Fijn * * * *
an —0n * * *
Cij=\rd o -1 =« x|
T 0 0 -Q =
|ri, 0 o 0 -I
_Tijn * * * * * %]
O T221 *
B T§11 1 T321 T331 * * * *
Flljl = EI.TPl 0 0 —yi * * * |,
B{Pl 0 0 0 -5 *  *
[)jTPl 0 0 0 0 -1 =
_ﬁjTP1 0 0 0 0 0 —1|
i Tfjlz * * *
0 Tzzz k k *
r{, = Yy, Tz Tin * * |,
E'P, 0 0 .
L F'p, 0 0 I
i = sym |P,1A,»j +(-1 )"+1nnP,,} +HTR,H
€ €
—;”HTQHH, Ty = —;"(hRn + 0.
) _ ¢
Y = @ =mCjPut S 0uH,
€ 2¢
T3on = —;"Q,f, Y330 = 0 C{ Ci — T"Qn,
ry = vhQ.H [A; 0 C; E; B; D; ],
M3, =Q-m[0 0 F 0 0 0 0],
Ty, =Q2—n
% [0 0 2C 0 (s34 %)Q 0 —szQ] ,
r! =[G; 0 0 0 0 0 0],

€, = e m@=mh 5 Aoe2(m+nz)h,

st = 4u; + M%, sy =21, 53 = 0.55p + /51 — 259.

Proof: Choose the following piecewise Lyapunov-
Krasovskii candidate as

t
V(1) = ET(1)PE(1) + / &’ (HT R,HE(s5)ds
t—h

0 t
+ / / onéT MHT Q,HE (v)dsdy
—h Jt+v

with n = 1 for the switched system subject to mode I in (20)
and n = 2 for the switched system subject to the mode II
in (21), where g, £ ¢X=1"m=9)
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First we considering the case that n = 1, taking derivation
and expectation on V1(¢) with respect to time ¢ € va’fa.

(Vi) = Ef = 2mVi() +2m&" 0OP1 ()

+2&T ()P 1E(t) + ET(OHT RIHE(1)
+hET(HHT 0 1HE®)
—e el — WHTRHE(t — h)

_e~2mh /théT(s)HTQ1Hé(S)dS} 27
e

By using Jensen inequality, we obtain

ro . 1._ _Ql * ok B
- / ET(s)HT Q1HE(s)ds < EET 01 —201% |E (28)
t=h 001 — 01

where £ = col{HE(t), HE(t — d\y o(1)), HE(t — h)}.
Recalling the constrain of deception attacks in (11), it
follows that

8T (t — dy.a(1)8(t — dyy o(1))
< &1t —dy o )HTFTFHE(t — dyy o(1))  (29)
From (4), we can get
0T (CHE(t — dy o(1))0(CHE(t — dyy (1))
< 0 (CHE(t — dy o) CHE(t — dy o(1))  (30)

Taking sensor saturation into account, the event triggering
condition in (9) can be rewritten as

163, o(Rey (1)
< [SZy(tvv,ah) + S3ew,a(t)]TQ[s25)(tw,ah) + S3ew,a(t)]
(31)

Considering (28)-(31), we can get from (27) that

E{Vit) +2mVit) -y

< Zzegegx{ O (32)

20T (H(t) + 5T(r)5(z)}

where x1(t) = [£7 (1), §T(t —h), §"(t —dy, a(t))HT, o’ (1),
Wa(t) s — dy, a(t)) 0" it = dw o, x2(t) =
(E7(), €7 —mHT, €7t —dywaDHT, " (1), 0" (vilt —
dw.a®N]”.
Inspired by the method in [31] to deal with the problem
asynchronous premise variables, we can obtain

||Ms

Z 656 xT (OTyx1(0)

Z Z of0f xi (OG(Ty — W) (1)

i=1 ]:
m

+ Z Z 6767 xi (OTjix1 (1)
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< Y 0808 x{ (O[u(Tii — W) + Wil xi(¢)

m
+ DD 080E x] (DIy(Ty — W) + (Tji — W)
i=1 i<j

+Wi + Wilxi () (33)

from the assumption ng — Ljejg > 00 < ¢ < 1) made in

Section II-A.

It is obviously that (22) and (23) are the sufficient con-
ditions to ensure Y/, >, Hféjfgxlr(t)l“ijm(t) < 0 holds.
Then it follows that

E{Vi(1) + 2m Vi) + ET(OER) — y? o (Hw()} <0

(34)
For n = 2, the same method can be used to obtain

E{Va(r) — 2mVa(t) + ET(ER) — T (Hw ()} < 0
(35)

First, we consider the design objective (i) in Section II. Let
w(t) = 0 for (34) and (35), and we can obtain

e MTIRY(T,)), 1 e S
]E{Vn(t)} =< {€2n2(t_TaA)E{V2(TaA)}, ‘e % (36)
Based on (24)-(26), one can obtain
E{Vi(To)} < E{V2(T,)} 37)
E{V2(Taa)} < ME{VI(T )}

A) For t € .%,, from (36) and (37), we can obtain
E{V(0)} < dae M TTIR{V(T, )}
< kzeznZ(T“_T(“_”A)_zm(I_T“)E{VQ(T(Q,UA)}
< 2o R{VI(T,_ )

where k() = 2(n1 +n2)h+2n2(Ty — T(a—1)a) — 2n1(t = T).
Then

E{V(1)} < e *OE{V(0)} (38)

where ¢(1) = 2[m X400 S5 — 2 Xisg Tj — atm + m)

h —aln/Aghy + n1(t — Ta):l, Ty = Ty — Ta—1)a is the
duration time of DoS active period.

Defining ¢ = n1 S™" — T — (1 + n2)h — In /Aokz
follows that n¢p < ¢(t), which leads to

E(V (1)} < e 2 E{V(0)} (39)
from (38).
Fort € ., ithast+Ty < (a+1)T,where T = T,y1—T,
is the fixed DoS period, which is equivalent to
o _ ¢ (T-Tyd
—ap < ——p 4+ — 77 (40)
agp < T + T
Then, it follows that
2W(T-Ty 2%
E(V(H)) < E(ViO))e T Lo T (41)
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B) For t € <, using the same method as above, we can
get

1 2,
E{V(@)} < )L—Z]E{Vl(O)}e T (42)

Integrating the case A) and the case B), we have

E{V(1)} < max {)\i eéU*TT")]E{Vl(O)}eJTif (43)
2

Define ¢ = min{Apmin(Pp)}, r = max{)»max(P,,) +

hAmax (Ry)+ %kmaX(Qn) ], where A(-) denotes the eigenvalue.
From the piecewise Lyapunov function, one can know that

E{V()} > glx®)]?,
E{V1(0)} < rlxi1(0)|? (44)

Combining (43) and (44), one can obtain

r 1 -, 1 3
||x<z)||s\/§max{z,e¢“ e @)

Then we can get the system (21) exponentially stable with the
attenuation rate ¢ /T .

Next, we consider the design objective ii) in Section II that
(t) # 0. Under zero initial condition, for integrals on both
sides of the inequality (34) and (35) from T, to ¢, there is

T4

Owning to E{V,(#)} > 0, we can obtain that
Yo [r T ETOEM) -y (Dw(t)ldr < 0 from (36) with
zero initial condition. It has

/ IE@I7dr < y? / lw(t)|dt 47)
fo

fo

[E{Va(0)} — (—=1)" 20, E{V,,(1)}

+ETMHER) — v2oT (Ho®)ldt <0 (46)

for a — oo, which result in ||E(?)]2< ¥ [lo@)]]2.

Next, we will estimate the maximum duration of DoS
active period to ensure the stability of the system with expo-
nential attenuation.

From (33), one can know that ¢_> should be positive to
guarantee the stability of the system, that is,

mTIX — (n1 +n2)h —In/hohy > 0 (48)

It is known that S;“i“ + T < T, which leads to

mT — In /AoAs
< —_—  —
(m +n2)

This completes the proof. ]

Through the above theorem, we have obtained sufficient
conditions to make the system exponentially stable. In the
next chapter, we will design the filter.

Theorem 2: Consider the constrains of sensor saturation
in (4), deception attack in (11) and ETM in (9), the switched
system with the mode I in (20) and Il in (21) is Hy, exponen-
tially stable in means square sense with performance level y,

S —

T h (49)
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if for given positive scalars t;, 1, 42, Nn, €n, A0, A2, &, O, ,3
with n = 1,2, and the maximum of DoS active period

max _ MmT—Iny/iora : .
T = o h, there exists matrices P,; > 0,

Q> 0,0, > 0,R, > 0, and matrices ¥;, U}, Y, Ag, Bj, C
and matrices with appropriate dimensions such that:

- <0 (50)

iy = )+ 4Ty — ) + Wi+ 0 < 06 <)) (5D

Py—Y,>0 (52)

|:P(3—n)l — AP * :| <o, (53)

Sn _)"nYn Ln_)\nYn

Ry < A—onR3—y (54)

Qn = )L472nQ37n (55)
f‘ij:n * * * *

) an -0, x * *

[y = f‘gn 0 -1 % * (56)

Ty 0 0 —Q =
rL.o o o0 -—I

where
=1}
Iy
Y{{11 * * * * * ok ok
T?u T;Zl * * * * ok %
0 0 Yoy * ok k  k %
| G CIBf T a1 * % % =
T |B'PuBTYT 0 0 Mam % ox ok |7
BL  BL
2 L 0 0 0 Tssiox %
ST BRT
| —B; —B; 0 0 0 0 0 —I]
_ﬂjlz * * * x|
ij ij
Ty Tyy * *
i 0 0 Yoo * % %
Pt 0 T ok x|
B'Py BTY, 0 0 —y°I
AT BT B
L By —B; 0 0 0 —I]

T, = sm {1 0P + P} + R = 0,
o, = Yali + AL + sym (1Y},
T;ZZn = sym {nnYn +Afj} ,
T, = @=nc B+ 0.,
Yaa1 = —y?I, Ys51 = —5122,
Y = Vh0,[Ai000B;000],
F33=[000F0000],
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T4 [000 592G 0 (s3 + 2)Q 0 —5:9],
M _ g T
i, =|E-Cco00000].
Moreover, the gains of filter are given by
Ay = P lAPTP
v/ 1247712 113

—1
Bjj = Iflz By (57
Cj = CiP1oP13

Proof:  Define matrix P, = |:

I 0
0 PP |

Using Schur complement to P, > 0, we can obtain (52)
holds. Through observing the inequality in (24) with n = 2,
we can get

Py Py
*x Py3

Y, = PP PT, and @, =

P11 — APy *
[PITZ — AP, Pz — )»2P23] =0 (58)

Define S = P P5; P, and Ly = Py, P53 Pi3Py3 PY,. For
n = 2, pre- and post-multiplying (58) with P22P;3] and its
transpose, it can be easily derived that (53) holds. Forn = 1,
we can also get that (53) is equivalent to Py < A1 P;.

Next, pre- and post-multiplying both sides of (22)
and (23) by diag {®,,1,1,1,1,1,1} and its transpose, calcu-
late related items in theorem 1, theorem 2 can be obtained.

This completes the proof. ]

IV. A SIMULATION EXAMPLE
In this section, a numerical example of a T-S fuzzy-based
nonlinear system is presented to verify the effectiveness of
the proposed method. This nonlinear system is subjected to
hybrid attacks and the saturation of the output measurement.
The signal transmission from the plant to the filter is via
wireless network.

Example 1: Consider the T-S fuzzy-model-based nonlin-
ear system with the following parameters [32]:

[ —3 1 0 ] 1
Ar=]| 03 =25 1 |, B{p=1|0],

| -0.1 03 —338] 1

25 05 —0.1] [—0.6
Ab=|01 =35 03|, By=| 05|,

| —0.1 1 -2 | | 0

E| = [0.8 0.3 O], Er = [—0.5 0.2

C = [0.5 —0.1 1], G = [0 1 0.6].
The membership functions are 61(g(¢)) = sinz(t) and
62(8(1)) = cos’(1).

Suppose Hy, performance level y = 2, the sampling
period i = 0.01, « = 0.5 in the ETM, switching parameters
Ao = A2 = 1.6, n1 = 0.5, n2 = 0.05, saturation parameter
o = 0.1. Solving the proposed conditions in Theorem 2, one
can obtain the weight matrices of the proposed ETM and the

VOLUME 8, 2020
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FIGURE 2. The release instants and their corresponding intervals under
hybrid attacks.

filter gains as follows

[ —6.0656 1.2895 1.6369 ]

Ay = | 1.5338 —4.4588 1.5435 |,
L 0.1667 —0.0687 —3.5064_
[—3.1141 0.5180 0.3658 ]

App = | 0.0644 —3.6811 1.0334 |,
| 0.6807 2.2247 —2.8927 |
[—0.0456 0.0234

Br = 0.0075 |, Bfy = —0.0030 |,
| —0.0198 —0.0077

Cr = [—0.5877 0.0011 —0.3126] ,

Crr = [0.2884 —0.3260 —0.2564] ,

Q = 6.8291.

The initial state is assumed as x(0) = [—0.1 —0.1 O.I]T.
To demonstrate the advantage of our proposed ETM, for this
example, we assume the random attack signal is injected from
2s to 3.5s with B = 0.2 in (15), and the disturbance occurs
from 6s to 8s with the following format

0.005sin5t, t € [6,8)

1) =
@(®) 0, others

Figure 2 shows the data-releasing sequence and DoS active
attack periods. Only 17% sampled data are released into the
network due to the impact of the proposed ETM, by which
a lot of communication resource can be saved. Although a
same result to the ETM and DoS attack can be led, that is,
some sampling data can not reach to the filter side, it needs to
noted that the main purpose of the DoS attack is to deteriorate
the estimation performance, while the purpose of the ETM is
to balance performance between the filter and the network
by choose necessary sampling data to the filter. Figure 3 and
Figure 4 show the output signals z7(¢) and z(¢) and the filtering
error ef(t), respectively, from which one can conclude that
the filter can maintain the estimation performance with a
certain level when the system is subjected to hybrid-attacks
and sensor saturation. From Figure 2, one can notice that the
average data releasing rate during the system with deception
attack from 2s to 3.5s and during the disturbance period from
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FIGURE 3. Responses of z(t) and zg(t).
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FIGURE 4. The filtering error.

6s to 8s are 35% and 26%, respectively, which is higher
than the one without deception attack during the period from
4s to 5.1s. It illustrates that the proposed ETM is sensitive
to this type of attack as stated in Remark 4, and is also
sensitive to the disturbance. In fact, the deception attack can
be regarded as a special external disturbance. Thanks to the
proposed ETM, much more data can reach to the filter side
when the system is suffered from deception attacks, which
results in a good estimation performance of the filter.

V. CONCLUSION

This paper has been investigated the event-based filter-
ing problem for T-S fuzzy-based nonlinear systems subject
hybrid attacks. The hybrid attacks include deception attacks
and DoS attacks. A novel ETM is adopted for releasing
much more data compared when the system suffers from
deception attacks compared to traditional ETM. Moreover,
such an ETM can reduce erroneous triggering events aroused
from the abrupt output measurement by using a method
of average value to the ETM input. In addition, the sen-
sor saturation is also considered in filter design which is
a common phenomenon in measurement device. Sufficient
conditions and the maximum duration time of DoS active
period are derived to ensure the stability of the system under
the hybrid attacks. Finally, a numerical example is given to
manifest the effectiveness of the design method. It is noted

126538

that asymptotically stable results have been obtained in this
study, finite-time stable results can be got as well by using the
approach like in [33], [34]. Furthermore, it is very important
for the researches to apply these theoretical results on the real-
world applications, which is one of our main future directions.
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